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1 Introduction
1.1 Working task

This working task is a part of the research project SMT4-CT98-2255 Determination of
safety categories of electrical devices used in potentially explosive atmospheres. The
task has the following content:

- Task 5: Determination of a methodology for testing, validation and
certification
A methodology allowing the testing, validation and certification of safety devices
shall be developed. This shall take into account the target failure measures
developed in Task 1, the currently available standards assessed in Task 2 and the
'used safety devices' identified in Task 3. A preliminary report with proposals for
standardization shall be produced at the end of this task. This report shall be
distributed for comments to users, manufacturers and experts involved in European
standardisation groups from at least 6 EU countries. Comments received shall be
considered in the final report produced in Task 6.

1.2 Definition of safety devices and applicable technologies

The aim of this task is the development of a procedure for certification of safety-related
systems or safety devices used in the area of explosion protection.

The first problem is to identify safety devices. The definition of the ATEX Guidelines [2]
may be helpful and shall be used for further definitions.

"4.1.2Which kinds of products are covered by directive 94/9/EC?
To be within the scope of the directive, a product has to be:
equipment, as defined in Article 1.3.(a); or
a protective system, as defined in Article 1.3.(b); or
a component, as defined in Article 1.3.(c); or
a safety, controlling or regulating device as defined in Article 1.2.
d) Safety, controlling or regulating devices as defined in Article 1.2.
The two main issues of Article 1.2 are,
i)  that safety devices, controlling devices and regulating devices, if they contribute
to or are required for the safe functioning of equipment or protective systems with
respect to the risks of explosion are subject to the directive;
ii) that devices are covered even if they are situated outside the potentially explosive
atmosphere.
For such devices, the essential requirements shall only be applied so far as they are
necessary for the safe and reliable functioning and operation of those devices with
respect to the risk of explosion (ANNEX I, Preliminary observation B)
The definition in i) leads to the following consequences:
1. Devices other than safety, controlling and regulating devices are not covered.
(However, a device of any kind, contributing to or required for the safe functioning,
could be considered a safety device);
2. All devices, including safety, controlling and regulating devices, neither
contributing to nor required for the safe functioning with respect to the explosion risk
are not covered;
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3. Even safety, controlling and regulating devices contributing to or required for the
safe functioning but with respect to risks other than the explosion risk are not
covered;

For further illustration some examples:

Examples for devices falling under Article 1.2:

- A power supply feeding an intrinsically safe (EEx i) measurement system used for

monitoring process parameters;

A pump, pressure regulating device, backup storage device, etc. ensuring sufficient
pressure and flow for feeding a hydraulically actuated safety system (with
respect to the explosion risk);

- Overload protective devices for electric motors of type of protection EEx e

‘Increased Safety’;

- Controllers, in a safe area, for an environmental monitoring system consisting of
gas detectors distributed in a potentially explosive area, to provide executive
actions if dangerous levels of gas are detected;

Controllers for sensors temperature, pressure, flow, etc, located in a safe area, for
providing information used in the control of electrical apparatus, used in
production or servicing operations in a potentially explosive area;

Examples for devices not falling under Article 1.2:

- Switchgear, numeric controllers, etc. not related to any safety functions (with
respect to the explosion risk),; because of 2) above;

Item ii) states that devices, as defined above, are subject to the directive, even when

outside the potentially explosive atmosphere.

For safety and economic reasons it will be preferable in most cases to install such

devices in a non-hazardous area. However, sometimes it might be necessary to place

such devices within a potentially explosive atmosphere. In such cases, although the
directive does not explicitly say so, these devices can also be designated as equipment.

Two situations can be identified:

- If'the device has its own potential source of ignition then, in addition to the
requirements resulting from Article 1.2, the requirements for equipment will
apply;

- If'the device does not have its own potential source of ignition then the device will
not be regarded as equipment but of course the requirements resulting from
Article 1.2 will still apply.”

1.2.1 Conclusions from the ATEX-Guidelines

The main identification aspect for a safety device is the autonomous function for
avoiding explosion risk. A thermal fuse is therefore a safety device. The certification
scheme theoretically has to be applicable to these simple safety devices. However, is
makes no sense to use it for simple safety devices. There are already standards
available for these devices. Therefore, the certification scheme is mostly used for
complex safety devices (see examples for safety devices [2]), but must have no
contradiction to available standards for simple safety devices. This is mentioned in the
work of TC 31 WG 09. A reference table is prepared to define the safety devices not
covered by available standards based on Task 3 of this research project [13].

- The certification scheme has to be applicable to simple and complex safety
devices. The certification scheme is used more for complex safety
devices or safety systems.
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The certification scheme for the functional safety of safety devices is independent on
the certification scheme for the safety against potential ignition sources if the safety
device is also in the scope of the RL 94/9/EC as equipment. This is in general the
same situation for gas measurement systems, for protection systems and safety
devices:

a) they can be equipment if the scope of the 94/9/EG,

b) they can have a safety function in the scope of 94/9/EG.

- The two items can have strong relations to each other, but they have
different features. In the scope of this research project is only feature b).
A safety device can be based on several different technologies. The construction
principle may be electrical / electronic or programmable electronic. In addition,
mechanic, pneumatic, hydraulic and other technologies may be used.

- Example for different technologies
A standard thermal protection relay used for the protection of type EEx ,e“ —
engines consists of a bimetal heating systems and several mechanical elements.
The mechanical components are responsible for the triggering of the relay if one
phase is disconnected. The function and the reliability of the overload relay also
depend on mechanical components. The application for example of IEC 61508 part
2 is not possible in that case.

There must be a distinction between the certification scheme and the applicable
standards for different technologies. The two standards EN 954-1 and IEC 61508 may
not be the only standards for assessment.

- The certification scheme has to be open to different technologies.

The certification scheme is mainly used for the certification of products in the scope of
94/9/EC. The products are used under the scope of the 1999/92/EC directive [3].
Aspects of the safe use of products may be taken into account in the certification
scheme if these technical aspects are different from existing standards for the use of
explosion protected equipment.

- The certification scheme has assessed the equipment to the ESR of the
94/9/EG. The scheme has to give the required information for the safe use
under the directive 1999/92/EC.
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2 Requirements
2.1 Requirements of directives 94/9/EC and 1999/92/EC

The technical requirements (essential safety requirements ESR) of 94/9/EC are
included in ANNEX II [1]. These requirements are based on existing technical
standards for explosion protection in group | and group Il. The ESR are not fully
described in the directive. The authors take the existing standards for explosion
protection into account. Many aspects seem to be open but most times written clearly
in the standards for explosion protection (ANNEX 13 of [2]).

The aspects of using the products are defined in directive 1999/92/EC [3]. It is the
instruction which is the link between the manufacturer and the user. Therefore, the
instructions are given an important role. (ANNEX Il of [1]):

"1.0.6. Instructions
(a) All equipment and protective systems must be accompanied by instructions,
including at least the following particulars:
- a recapitulation of the information with which the equipment or protective system is
marked, except for the serial number (see 1.0.5.), together with any appropriate
additional information to facilitate maintenance (e.g. address of the importer, repairer,
etc.);
- instructions for safe:
- putting into service,
- use,
- assembling and dismantling,
- maintenance (servicing and emergency repair),
- installation,
- adjustment;
- where necessary, an indication of the danger areas in front of pressure-relief devices,
- where necessary, training instructions;
- details which allow a decision to be taken beyond any doubt as to whether an item of
equipment in a specific category or a protective system can be used safely in the
intended area under the expected operating conditions;
- electrical and pressure parameters, maximum surface temperatures and other limit
values,
- where necessary, special conditions of use, including particulars of possible misuse
which experience has shown might occur;
- where necessary, the essential characteristics of tools which may be fitted to the
equipment or protective system."

The instruction also is mentioned in the new EN 50014 [15].

With existing standards for explosion protection, therefore products are certified with a
view to existing standards for installation, maintenance, repair etc., and the use. The
information link between the manufacturer and the user is the instruction.

A certification scheme for safety devices has to assess the required safety.
Furthermore the certification scheme has to include all the information for instruction
for safe, etc. ... and special details necessary to decide about the users application.
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- Example:
A safety device is certified that it can be used in an application with SIL 4. In this
special application the safety device needs a manual periodic test every day. It
cannot be used normally in explosion protection with standard test rates /
maintenance rates. There has to be some information about proof intervals and
maintenance rates if they are different from common used rates.

If this is not possible for the application of the equipment, every parameter for
diagnostics, periodic test etc. has to be defined in the certification under worst
conditions and given to the user in the instruction to make sure that the equipment is
used in a safe way and the necessary risk reduction is achieved in practical use for
every application.

2.2 Summary of demands from 94/9/EC and 1999/92/EC

The certification for functional safety of safety devices has to assess the safety
requirements. The certification has to distinguish all relevant parameters for the
instruction given to the user.

3 Selection of concept for certification

Three possible concepts for certification are compared:

- A concept independent from technologies and application.

- A concept based on a hierarchical structure of standards (A-, B- and C-type
standards).

- A concept based on a life cycle structure.

For these different concepts examples are given. The advantages and disadvantages
are pointed out.

3.1 Concept of EN 1441 [9]

The EN 1441 is based on a basic risk assessment scheme (see Figure 1, an example
taken from [10]).

The hazards in the steps for example are hardware or software faults or even wrong
handling in several situations like manufacturing, transportation, storage and use. For
every product, all the possible hazards can be identified systematically. Special
applications can be taken into account. The result is a hazard list for the product. New
products have to fulfil this list.

The scheme is open to every application, but the result will be very special to one type
of product. It is an advantage for the use with medical products. The advantage for the
application to electronic detonators was shown in a CEN working group [10]. A result
which is special for one kind of product is the main disadvantage for the application to
the wide range of safety devices.
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Identify qualitative and
quantitative
characteristics (4.2)

" ’
Identify possible
hazards (4.3)

Step
Estimate risk for
each hazard (4.4)

Is risk
acceptable?
4.5)

Ry

Is risk
reduced?
(4.6)

no—1 Report risk analysis.
Action required

Other hazards
generated? (4.7)

Are all identified
hazards evaluated? (4.8

g ’@
Are all hazards
identified? (4.9

yes

Report risk
analysis (5)

Figure 1 Risk assessment and test scheme based on EN 1441

3.2 Concept of harmonised standards under the scope of directive 98/37/EC

The harmonised standards related to 98/37/EC are separated in three levels:

- A-Type: General principles, e. g. EN 1050 Risk assessment,

- B-Type: Basic principles, e. g. EN 954-1 Safety related parts of control system [7],
- C-Type: standards for special products.

These standards are based on the application to machinery. The application of one
standard has to take into account several other standards.

EN 954-1 is commonly used with EN 1050 together. Furthermore, some product
standards are applicable for a special product. Some of the problems with application
of EN 954-1 described in Task 2 are based on this concept of breaking up the
standard.
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The main advantage of these standards is the application to many technologies; the
main disadvantage is that these standards are not applicable to programmable
systems.

There is another disadvantage, which should not be missed: the standards are written
as standards for manufactures. The standards like EN 954 -1 normally give no
information about installation, maintenance and repair (see Task 2 [11]). The intended
use of the product is covered by the risk analysis of the manufacturer. The
manufacturers have to give this information for safety use to the user below 98/37/EC
as if they have to give it below 94/9/EC. This is not especially written in the standards.
The manufactures have to do give all relevant information to the user.

3.3 Concept of IEC 61508

IEC 61508 is the counterpart of several harmonized standards in comparison to the
harmonised standards of directive 98/37/EC. The main disadvantage of the standard
seems to be the possibility of application only to electric, electronic and programmable
electronic systems. This is wrong. It is possible to distinguish in IEC 61508 two main
parts:
a) The systematic description for the overall life cycle of a system not depending on
a specific technology.
b) The description of requirements based on safety integrity level (SIL) for electric /
electronic / programmable electronic safety-related systems.

For an overview see Figure 2.The part a) is located in the part 1 of IEC 61508. The
part b) is included in part 2 - 7 of IEC 61508.
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Technical
requirements

—— {parTI————

Development of the overall safetv
requirements (concept, scope

definition, hazard and risk analysis)
(E/EIPE safety-related systems, other _'EL'_

technology safety-related systems and |pisx pased approaches
external risk reduction facilities) to the development of
Z1to 7.5 the safety integrity
| requirements
PART 1

Allocation of the safetv
requirements to the E/E/PE
safety-related systems

7.6 PART 7 I Definitions and
Overview of abbreviations
techniques
and measures _[EAR_HJ_
——{pART 6
Guidelines for the .
Realization Realization application of Documentation
phase for phase for parts 2 and 3 Clause 5 and
E/E/PE safety- safety-related annex A

related systems software

Management of
functional safety
Clause 6

Installation and commissioning
and safety validation of E/E/PE

safety-related systems Functional safety
assessment
7.13 and 7.14 Clause 8

I

Operation and maintenance,
modification and retrofit,
decommisioning or disposal of
E/E/PE safety-related systems

7.15t0 7.17

Figure 2 Overall framework of the IEC 61508 (IEC 61508 Part 1 Figure 1)

The IEC 61508 describes the whole life cycle of equipment from concept to
decommissioning or disposal (see Figure 3).

The validation and certification in general must be open for the application of different
technologies and standards (see 1.2.1). This is possible in the life cycle scheme of IEC
61508 (see Figure 3). There is a possibility to use other standards. The verification
process can take into account the different approaches of the applied standards.
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|

Overall scope
definition

Hazard and risk
3 analysis

Overall safety
requirements

Safety requirements
allocation

v Y

Safety-related 108afety—related 11 External risk
- systems: y reducti
. Overall planning E/E/PES I other i facilities
Overall Overall Overall technology
operation and safety installation and Realization Realization Realization
mair validation issioning (see E/E/PES
planning planning planning safety
lifecycle)

Overall installation
and commissioning

Back to appropriate
overall safety lifecycle

+ phase

Overall safety
validation

Overall operation, Overall modification ,
maintenance and repair and retrofit
Decommissioning
1 6 or disposal

NOTE 1  Activities relating to verification, management of functionalsafety and functional saftey assessment are
not shown for reasons of clarity but are relevent to all overall, E/E/PES and software safety lifecycle phases.

NOTE 2 The phases represented by boxes 10 and 11 are outside the scope of this standard.

NOTE 3 Parts 2 and 3 deal with box 9 (realisation) but they also deal, where relevant, with the programmable electronic
(hardware and software) aspects of boxes 13, 14 and 15.

Figure 3 Overall safety lifecycle (IEC 61508 Part 1 Figure 2)

Every life cycle has a corresponding part in existing explosion protection standards (for
example life cycle 12 and 14: standards for installation and maintenance).

For a certification, the SIL (step 9) and the steps 6, 7 and 8 have to be tested. It has to
be checked whether the life cycles 12 - 14 can be fulfilled under the scope of explosion
protection.

A safety device with other technologies can be certified according to step 10 with other
standards. A reference table will be necessary, for example, between EN 954-1 levels
and the safety integrity level of IEC 61508. This is not available because the
references depend on the application and the technology.



E13 Annex E

A problem between IEC 61508 and EN 954-1 is mentioned in Task 2. The safety level
steps in EN 954-1 are not hierarchically structured. The IEC 61508 and the zone
definition for explosion protection are linear structured. Furthermore, depending on
application a safety level in EN 954-1 can lead to different levels in IEC 61508

IEC 61508 | . lqueeererns » B | ENO954-1
Safety Categorie
integrity 1 ;» 1

Level
SIL 2 Rl M2
3 NI 3
AN
4 ~1 4

Figure 4 Possible references between IEC 61508 and EN 954

EN 954-1 gives no information about maintenance. The problems defined in Task 2
can be handled in step 11 or in step 6. Proof testing can be taken as a risk reduction
facility if the applied standards like EN 954-1 give no information. The other possibility
is to include such problems in step 6, but there the requirements of explosion
protection to operation and maintenance should be placed.

IEC 61508 contains a complete scheme for the handling of a product. This is an
advantage to other possible schemes. In the next chapter, an assignment is made
from the lifecycle to the area of explosion protection. A complete correlation is possible
(see part 3.4).

3.4 Assignment of IEC 61508 lifecycles to the area of explosion protection

The lifecycles of IEC 61508 can be divided into three parts.

1. This table contains lifecycles where the preconditions are given by existing
standards for explosion protection (Table 1).

2. This table contains the cycles with relation to the certification process (Table 2).

3. This table contains the use of the product (Table 3).

To give some information Table 1 of IEC 61508 Part 1 is shown. It is divided into the
three parts. This is mentioned above.
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Safety lifecycle Objectives Scope Requirements |Inputs Outputs special for safety
phase sub clause devices, examples
Figure 3|Title
box
number
1 Concept |7.2.1: EUC and its 722 All relevant Information acquired |- g4/9/EC
To develop a level of understanding |environment information in7.22.1t07.2.2.6. EN 60079-10
of the EUC and its environment (physical, legislative necessary to meet
(physical, legislative etc) sufficient to |etc). the requirements of -  existing standards
enable the other safety lifecycle the sub clause. for explosion
activities to be satisfactorily carried protection: EN
out. 50014,
2 Overall |7.3.1: EUC and its 7.3.2 Information Information acquired |-  g4/9/EC
scope To determine the boundary of the environment. acquired in 7.2.2.1 |in7.3.2.1t07.3.2.5. EN 60079-10
definition |EUC and the EUC control system; to 7.2.2.6. o
To specify the scope of the hazard - existing
and risk analysis (for example standards for
process hazards, environmental explosion
hazards, etc). protection: EN
50014, ...
3 Hazard |(7.4.1: The scope willbe  |7.4.2 Information Description of, and |- g4/9/EC
and risk | To determine the hazards and dependent upon the acquired in 7.3.2.1 |information relating -
analysis |hazardous events of the EUC and the |phase reached in to 7.3.2.5. to, the hazard and existing standards

EUC control system (in all modes of
operation), for all reasonably
foreseeable circumstances including
fault conditions and misuse;

To determine the event sequences
leading to the hazardous events
determined,;

To determine the EUC risks
associated with the hazardous events
determined.

the overall,
E/E/PES and
software safety
lifecycles (since it
may be necessary
for more than one
hazard and risk
analysis to be
carried out). For the
preliminary hazard
and risk analysis,
the scope will
comprise the EUC,
the EUC control
system and human
factors.

risk analysis.

for explosion
protection: EN
50014, ...
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Safety lifecycle Objectives Scope Requirements |Inputs Outputs special for safety

phase sub clause devices, examples

Figure 3|Title

box

number

4 Overall |7.5.1: EUC, the EUC 752 Description of, and |Specification forthe (- g4/9/EC
safety To develop the specification for the |control system and information relating |overall safety -
require- |overall safety requirements, in terms |[human factors. to, the hazard and |requirements in terms |~ existing st.andards
ments of the safety functions requirements risk analysis. of the safety for exp!03|'on

and safety integrity requirements, for functions gg%t;eztlon. EN
the E/E/PE safety-related systems, requirements and the v
other technology safety-related safety integrity - Task 1[11]
systems and external risk reduction requirements. - Task2[11]
facilities, in order to achieve the

required functional safety.

5 Safety |7.6.1: EUC, the EUC 7.6.2 Specification for the | Information and - existing standards
require- |To allocate the safety functions, control system and overall safety results of the safety for explosion
ments  [contained in the specification for the |human factors. requirements in requirements protection: EN
allocatio |overall safety requirements (both the terms of the safety |allocation. 50 014, ...

n safety functions requirements and the functions - Task 111
safety integrity requirements), to the requirements and ask 1[11]
designated E/E/PE safety-related the safety integrity - Task 2[11]

systems, other technology safety-
related systems and external risk
reduction facilities;

To allocate a safety integrity level to
each safety function.

requirements.

Table 1- Overall safety lifecycle: overview - correlation to explosion protection (IEC 61508 Part 1 Table 1) - preconditions given

by existing standards
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Safety lifecycle phase |Objectives Scope Requirements |Inputs Outputs Special for safety

Figure 2 |Title sub clause devices, examples

box

number

6 Overall 7.7.1: EUC, the EUC 7.7.2 Specification for the |A plan for operating - 94/9/EC Annex
operation To develop a plan for operating |control system and overall safety and maintaining the I1,1.0.6
and and maintaining the E/E/PE human factors; requirements in terms |E/E/PE safety-related Instructions
maintenance |safety-related systems, to E/E/PE safety- of the safety systems. - EN60079-14
planning ensure that the required related systems. functions [18]

functional safety is maintained requirements and the
during operation and safety integrity - EN60079-17
maintenance. requirements. [20]

7 Overall 7.8.1: EUC, the EUC 7.8.2 Specification for the  [A plan to facilitate the |- g4/ 9/EG
safety To develop a plan to facilitate control system and overall safety validation of the Annex |1, 1.0.6
validation the overall safety validation of human factors; requirements in terms |E/E/PE safety-related Instructions
planning the E/E/PE safety-related E/E/PE safety- of the safety systems. - EN60079-14

systems. related systems. functions [18]
requirements and the
safety integrity
requirements.

8 Overall 7.9.1: EUC and the EUC [7.9.2 Specification for the |A plan for the - 94/ 9/EG
installation | To develop a plan for the control system; overall safety installation of the Annex |1, 1.0.6
and installation of the E/E/PE safety- |E/E/PE safety- requirements in terms | E/E/PE safety-related Instructions
commission- |related systems in a controlled related systems. of the safety systems; - EN60079-14
ing planning [manner, to ensure the required functions A plan for the

functional safety is achieved; requirements and the |commissioning of the |-  EN50281-1-2

To develop a plan for the
commissioning of the E/E/PE
safety-related systems in a
controlled manner, to ensure the
required functional safety is
achieved.

safety integrity
requirements.

E/E/PE safety-related
systems.
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Safety lifecycle phase |Objectives Scope Requirements |Inputs Outputs Special for safety

Figure 2 |Title sub clause devices, examples

box

number

9 E/E/PE 7.10.1 and parts 2 and 3: E/E/PE safety- 7.10.2 and Specification for the  [Confirmation that each |- 94/9/EC Annex
safety- To create E/E/PE safety-related |related systems. parts 2 and 3 |E/E/PES safety E/E/PE safety-related Il
related systems conforming to the requirements. system meets the - IEC 61508 Part
systems: specification for the E/E/PES E/E/PES safety 2 and 3
realization |safety requirements (comprising requirements an

the specification for the E/E/PES specification.
safety functions requirements

and the specification for the

E/E/PES safety integrity

requirements).

10 Other 7.11.1: Other technology  |7.11.2 Other technology Confirmation that each |- 94/9/EG Annex
technology [To create other technology safety-related safety requirements |other technology Il
safety- safety-related systems to meet [systems. specification (outside |safety-related systems |_ EN 954 Part 1
related the safety functions the scope and not meets the safety
systems: requirements and safety integrity considered further in [requirements for that and 2
realisation |requirements specified for such this standard). system.

systems (outside the scope of
this standard).

11 External risk |7.12.1: External risk 7.12.2 External risk Confirmation that each |- 1999/92/EC
reduction To create external risk reduction |reduction facilities. reduction facilities external risk reduction .
facilities: facilities to meet the safety safety requirements |facility meets the safety |~ Special pro-
realization |functions requirements and specification requirements for that cedures

safety integrity requirements (outside the scope facility.
specified for such facilities and not considered

(outside the scope of this further in this

standard). standard).

Table 2- Overall safety lifecycle: overview - correlation to explosion protection (IEC 61508 Part 1 Table 1) - lifecycles in relation
to certification process
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Safety lifecycle Objectives Scope Requirements |Inputs Outputs special for
phase sub clause safety devices,
Figure 2| Title examples
box
number
12 Overalll 7.13.1: EUC and the EUC |7.13.2 A plan for the installation |Fully installed E/E/PE - 1999/92/EC
installation | To install the E/E/PE safety- control system; of the E/E/PE safety- safety-related systems; EN 60079-
and related systems; E/E/PE safety- related systems; Fully commissioned 14
commis- | To commission the E/E/PE related systems. A plan for the E/E/PE safety-related
sioning safety-related systems. commissioning of the systems. - EN50281-
E/E/PE safety-related 1-2
systems.
13 Overalll 7.14.1: EUC and the EUC |7.14.2 Overall safety validation  [Confirmation thatallthe |- 4992/92/EC
safety To validate that the E/E/PE control system; plan for the E/E/PE safety- |E/E/PE safety-related
validation |safety-related systems meet the |E/E/PE safety- related systems; systems meet the

specification for the overall
safety requirements in terms of
the overall safety functions
requirements and the overall
safety integrity requirements,
taking into account the safety
requirements allocation for the
E/E/PE safety-related systems
developed according to 7.6.

related systems.

Specification for the overall
safety requirements in
terms of the safety
functions requirements
and the safety integrity
requirements;

Safety requirements
allocation.

specification for the overall
safety requirements in
terms of the safety
functions requirements
and the safety integrity
requirements, taking into
account the safety
requirements allocation for
the E/E/PE safety-related
systems.
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Safety lifecycle Objectives Scope Requirements |Inputs Outputs special for
phase sub clause safety devices,
Figure 2| Title examples
box
number
14 Overall 7.15.1: EUC and the EUC |7.15.2 Overall operation and Continuing achievement of 94/9/EC
operation, [To operate, maintain and repair |control system; maintenance plan for the [the required functional Annex Il
maintenan |the E/E/PE safety-related E/E/PE safety- E/E/PE safety-related safety for the E/E/PE 1.0.3
ce and systems in order that the related systems. systems. safety-related systems; Special
repair required functional safety is Chronological checking
maintained. documentation of and
operation, repair and maintenanc
maintenance of the E/E/PE e
safety-related systems. conditions,
1.0.6
Instructions
1992/92/EC
EN 60079-
14
EN 60079-
17
prEN
60079-19
15 Overall 7.16.1: EUC and the EUC |7.16.2 Request for modification or | Achievement of the 94/9/EC
modificatio | To ensure that the functional control system; retrofit under the required functional safety Annex |l
n and safety for the E/E/PE E/E/PE safety- procedures for the for the E/E/PE safety- 1999/92/EC
retrofit safety-related systems is related systems. management of functional |related systems, both
appropriate, both during and safety. during and after the EN 60 079-
after the modification and retrofit modification and retrofit 14
phase has taken place. phase has taken place; EN 50281-
Chronological 1-2

documentation of
operation, repair and
maintenance of the E/E/PE
safety-related systems.
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Safety lifecycle Objectives Scope Requirements |Inputs Outputs special for
phase sub clause safety devices,
Figure 2| Title examples
box
number
16 Decommis |7.17.1: EUC and the EUC |7.17.2 Request for Achievement of the -

sioning or | To ensure that the functional control system; decommissioning or required functional safety

disposal safety for the E/E/PE safety- E/E/PE safety- disposal under the for the E/E/PE safety-

related systems is appropriate
in the circumstances during and
after the activities of
decommissioning or disposing
of the EUC.

related systems.

procedures for the
management of functional
safety.

related systems both
during and after the
decommissioning or
disposal activities;
Chronological
documentation of the
decommissioning or
disposal activities.

Table 3 - Overall safety lifecycle: overview - correlation to explosion protection (IEC 61508 Part 1 Table 1) - lifecycles regarding
to the use of products
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3.4.1 Conclusion for IEC 61508

IEC 61508 is applicable for the certification of safety devices under the scope of the
94/9/EC [1]. The approach of IEC 61508 covers the scope of 94/9/EC and 1999/92/EC.
IEC 61508 allows the use of not explicitly mentioned technologies for validation. The
ESR can be covered by validation following IEC 61508.

There may be some differences for instance if a thermal control device is used for the
control of electrical equipment or for the protection of non-electrical equipment
because in 94/9/EC the certification procedure is different.

3.5 Summary

Every concept has advantages and disadvantages. With the use of EN 1441 or EN
954-1 many things have to be added to get a certification scheme for safety devices in
the area of explosion protection.

IEC 61508 gives a complete concept for the certification of safety devices. The
disadvantage is application only for specific technologies. The concept on the other
hand is open for use of standards with other technologies. IEC 61508 only has to
adapt to the use with safety devices for explosion protection.

4 Conformity assessment procedure according to IEC 61508
4.1 Conditions

For a conformity assessment procedure based on IEC 61508 minor changes have to
be made for the application to safety devices.

- The boxes 1 - 4 are already fulfilled by existing standards for explosion protection
and the work in Task 1 and Task 2 [11].

- The box 5 is mainly defined by existing standards for explosion protection (function)
and Task 2 (safety integrity level).

The safety integrity level for a purge control system is defined. Even the safety integrity
level for a thermal protection system can easily be defined.

For example, a type “e” engine is not suitable for zone 1 without a thermal protection
system. So this safety device is needed. It has to be added and the safety function
“thermal protection” has to fulfil SIL 2.

In other cases, the manufacturer and the notified body have to do the safety

requirement allocation according to IEC 61508, Part 1, 7.6.
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- The certification scheme itself bases on the box 9, Figure 3 for electric / electronic
or programmable electronic safety devices or on box 10, Figure 3 together with box

11 for other technologies.

Figure 5 and Figure 6 shows lifecycle realization phase including validation process.

- The notified bodies have to carry out the conformity assessment procedure

according to boxes 9.1 to 9.6 for hardware and software. The assessment can
include less or more the point 9.1 to 9.5. This is depending on the safety devices.
The most important step is 9.6.

Box 9 in fiqure 2

Safety-related
systems:

E/E/PES safety lifecycle

E/E/IPES

Realization

E/E/PES safetv reauirements
specification

RXER Safetv functions (PR Safetv intearity

requir requir

specification specification

E/EIPES safetv E/E/PES design
validation planning and development

WA E/E/PES integration| [F¥J E/E/PES operation and
maintenance procedure

One E/E/PES safetv
lifecvcle for each
E/E/PE safetv-related
system

[[X] E/E/PES safetv

To box 12 in fiqure

To box 14
in fiqure 2

Figure 5 E/E/PES safety lifecycle (in realization phase)
(IEC 61508 part 1, figure 3)



E/E/PES
safety
lifecycle
(see figure 3)
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Software safety lifecycle

H Software safety requirements

specification

AR Safety functions Safety integrity
requirements requirements
specification

specification

* 9

\

Y

Software safety
validation planning

Software design
and development

PE integration Software operation and
hardware/software) modification procedures

N Software safety
validation

To box 12 in figure 2

To box 14
in figure 2

Figure 6 Software safety lifecycle (in realization phase)
(IEC 61508 part 1, figure 4)

Annex E

The tasks included in realization phase relate to the description in IEC 61508 Part 1.
The following lifecycle / task has to be fulfilled [4]:

7.10 Realisation: E/E/PES
NOTE This phase is box 9 of figure 3 and boxes 9.1 to 9.6 of figures 4 and 5.

7.10.1Objective
The objective of the requirements of this sub clause is to create E/E/PE safety-related
systems conforming to the specification for the E/E/PES safety requirements (comprising
the specification for the E/E/PES safety functions requirements and the specification for
the E/E/PES safety integrity requirements). See parts 2 and 3.

7.10.2 Requirements
The requirements that shall be met are contained in parts 2 and 3.

The specific demands are contained in IEC 61508 Part 2 and 3. Further information

can get from IEC 61508 parts 2 and 3.

4.3 Special demands with other standards in validation process

For other technologies, IEC 61508 includes the following recommendation:
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7.11 Realization: other technology
NOTE: This phase is box 10 of figure 3.

7.11.10bjective

The objective of the requirements of this sub clause is to create other technology safety-
related systems to meet the safety functions requirements and safety integrity
requirements specified for such systems.

7.11.2 Requirements
The specification to meet the safety functions requirements and safety integrity

requirements for other technology safety-related systems is not covered in this standard.
NOTE: Other technology safety-related systems are based on a technology other than electrical/electronic/programmable
electronic (for example hydraulic, pneumatic etc). The other technology safety-related systems have been included in the
overall safety lifecycle, together with the external risk reduction facilities, for completeness (see 7.12).

The validation for other technologies can be led by using EN 954-1. Specification of
the validation process is urgent necessary (see Task 2). PrEN 954-2 e.g. can be used.
Other standards are possible (for example DIN EN 61496-1 06/98).

The lack of information e.g. about proof intervals has to be covered by special
procedures. The validation of a electrical / electronic or programmable electronic
devices with the EN 954-1 needs separate calculation of reliability for circuits
responsible for the validated safety function.

This additional validation may be allocated to the lifecycles Overall safety validation
planning (box 6, Figure 3) or to External risk reduction facilities (box 11, Figure 3).
IEC 61508 part 1, Chapter 7.12 give some further information.

7.12 Realisation. external risk reduction facilities
NOTE: This phase is box 11 of figure 3.

7.12.10bjective

The objective of the requirements of this sub clause is to create external risk reduction
facilities to meet the safety functions requirements and safety integrity requirements
specified for such facilities.

7.12.2 Requirements
The specification to meet the safety functions requirements and safety integrity

requirements for the external risk reduction facilities is not covered in this standard.
NOTE The external risk reduction facilities have been included in the overall safety lifecycle, together with the other
technology safety-related systems for completeness (see 7.11).

4.4 Special information for instruction

Furthermore, the notified bodies have to proof the results of the E 7 E / PES safety
validation (lifecycle 9.6). The overall planning (lifecycles shown in box 6 - 8 (Figure 3))
has to proof according to the directive 1999/92 and the existing standards if special
information must given in the instruction for the use of safety devices.
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4.5 Actual problems with IEC 61508

A problem for application of IEC 61508 — 2 is that the standard is only available a draft
and the whole IEC 61508 is not harmonised. The EN 954-1 is available as a
harmonised standard. Therefore, standardisation committees for example in the type
EEx “p” standard refer to EN 954-1 for validation. Even the committee for gas
measurement systems do this.

The IEC 61508 needs for application a reliable database. There are several databases
in use (Task 2, Task 4). Today no common database exists. Like in other standards for
explosion protection, this common database must be established before certification
can bases on |IEC 61508 alone.

The authors do certification for some pressurized system controller according EN 954-
1. The systems were suitable for application in category 3. Category 3 was
recommend in an earlier draft for pressurised systems.

The controllers were also validated applying IEC 61508 - 2. Special attention was given
to the dangerous undetected faults. The probability for dangerous undetected faults
was calculated to give special information in the instruction if necessary. Two
databases had been used ([22], [23]). The probability for failure in low demand mode
of operation was low enough to fulfill safety integrity level 3. Because of a lack for
proof testing the controllers are only suitable for a SIL 2 application (because of
architectural constraints 61508 — 2, 7.4.5). This is the recommended SIL for
pressurised system controller in Task 2. The result from EN 954-1 and IEC 61508 fits
in this special application.

4.6 Independence for validation / conformity assessment procedures

IEC 61508 gives recommendation for level of independence for validation. This is
shown in the following passage taken from the IEC 61508.

8.2.12 Unless otherwise stated in application sector international standards, the
minimum level of independence of those carrying out the functional safety assessment
shall be as specified in tables 4 and 5. The recommendations in the tables are as follows.
- HR: the level of independence specified is highly recommended as a minimum for
the specified consequence (table 4) or safety integrity level (table 5). If a lower
level of independence is adopted then the rationale for not using the HR level
should be detailed.
- NR: the level of independence specified is considered insufficient and is positively
not recommended for the specified consequence (table 4) or safety integrity level
(table 5). If this level of independence is adapted then the rationale for using it
should be detailed.

-: the level of independence specified has no recommendation for or against being used.
NOTE 1 Prior to the application of table 4, it will be necessary to define the resulting categories taking into account
current good practices in the application sector. The consequences are those that would arise in the event of failure,
when required to operate, of the E/E/PE safety-related systems.

NOTE 2 Depending upon the company organisation and expertise within the company, the requirement for independent
persons and departments may have to be met by using an external organisation. Conversely, companies which have
internal organisations skilled in risk assessment and the application of safety-related systems, which are independent of
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and separate (by ways of management and other resources) from those responsible for the main development, may be
able to use their own resources to meet the requirements for an independent organization.

NOTE 3 See 3.8.10, 3.8.11 and 3.8.12 of part 4 for definitions of independent person, independent department and
independent organisation respectively.

8.2.13 In the context of tables 4 and 5, either HR' or HR’ is applicable (not both),
depending on a number of factors specific to the application. If HR" is applicable then
HR’ should be read as no requirement; if HR’ is applicable then HR' should be read as
NR (not recommended). If no application sector standard exists, the rationale for
choosing HR' or HR’ should be detailed. Factors that will tend to make HR’ more
appropriate than HR' are:

- lack of previous experience with a similar design;

- greater degree of complexity,

- greater degree of novelty of design;

- greater degree of novelty of technology;

- lack of degree of standardisation of design features.

8.2.14 In the context of table 4, the minimum levels of independence shall be based on
the safety function, carried out by the E/E/PE safety-related system, that has the highest

safety integrity level.

Minimum level of Independence Safety integrity level
1 2 3 4

Independent person HR HR' NR NR
Independent department - HR® HR' NR
Independent organization (see note 2 of |- - HR? HR
8.2.12)
NOTE See 8.2.12 (including notes), 8.2.13 and 8.2.14 for details on interpreting this
table.

Table 4 - Minimum levels of independence of those carrying out functional safety
assessment (overall safety lifecycle phase 9 - includes all phases of
E/E/PES and software safety lifecycles (see Figure 3, Figure 5 and
Figure 6))

IEC 61508 is not written to a special scope of application. The tables given by IEC
61508 part 1 have to change in respect to the regulations of 94/9/EC CHAPTER ||
Conformity assessment procedures, Article 8. Under the scope of the directive
94/9/EC, the table have to be divided into two parts, because the certification of
electrical and non-electrical equipment is different ([1], Chapter Il, Article 8)
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Zone for which the EUC
has been designed

Zone of intended use (overall equipment category)

(ATEX category)
0(1) 1(2) 2(3)
0(1) N/A N/A N/A
1(2) SIL2 [fault N/A N/A
tolerance 0]
2 (3) SIL3 [fault SIL2 [fault N/A
tolerance 1] tolerance 0]
- SIL4 [fault SIL3 [fault SIL1 [fault
tolerance 2] tolerance 1] tolerance 0]

Table 5 - Target SIL determination for protection systems used in Hazardous
Zones (Task 2 [11], Table 14)

In reference to the results of Task 2 the levels of independence are changed by the
94/9/EC to the two groups "notified bodies" and "manufactures”. Therefore, the Table
4 changed to Table 6 and Table 7.

Zone of intended use (overall Safety integrity level

equipment category) 1 2 3 4

0 (1, M1) - Notified Body |Notified Body| Notified
Body

1(2, M2) - Notified Body | Notified Body -

2(3) - - -

Table 6 - Responsibility for conformity assessment procedure of safety devices
in use with electrical equipment or internal combustion engines

Zone of intended use (overall Safety integrity level

equipment category) 1 2 3 4

0 (1, M1) - Notified Notified Notified
Body Body Body

1 (2, M2) - Manufacturer | Manufacturer -

2 (3) - - -

Table 7 - Responsibility for conformity assessment procedure of safety devices
in use with non-electrical equipment



E28 Annex E

5 Summary

For the conformity assessment procedure, several standards are available. The most
general standard is the IEC 61508. Because there is a large number of very different
safety devices identified in Task 3 [13] it is important to take a general standard. This
should be the IEC 61508, because this standards covers although the production and
the use of electrical / electronic / programmable electronic systems. This is an
important fact because for safety devices the two areas defined by the directives
94/9/EC [1] and 1999/92/EC [3] cannot be separated.

The IEC 61508 is open for the use of other standards for the validation of safety
devices. This is even an important fact. For example, the EN 50 016 [16] recommends
the use of the EN 954-1 for the validation of the used safety devices. This is done even
in other standards or drafts [24].

The IEC 61508 can be regarded as a standard for the basic procedure and as "generic
standard" for safety devices. In some cases "products standards" can be used if they
are recommended from the specific standardisation committee. This is nearly the same
principle like in the directive 89/336/EC for electromagnetic compatibility (“generic
standards” 50082-xx together with test standards IEC 61000-4-xx and “product
standards” with test standards IEC 61000-4-xx).

Common database is urgently needed (reliability of used components) for application
of IEC 61508-2 in certification of safety devices. Without such a data base a
certification in the scope of 94/9/EG in an equal safety level in different European
countries cannot be achieved.

Furthermore today certification of safety devices is only possible according to
harmonized standards like EN 954-1 or according to the directive 94/9/EC itself.
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